IHAMATKA

0 NPO(HIAKTHKE H NIPeAyNpesKIeHHH TUCTAHIHOHHBIX NMpecTyNIeHuii B chepe
HHGOPMALHOHHO-TEJEKOMMYHHKANHOHHBIX TEXHOJIOI Wil

HecMoTpss Ha  nNpHMHUMaeMble IIPaBOOXPAaHUTEIBHBIMH  OpPraHAMH  MEPEL, °
JUCTaHI[MOHHbIE XHUIIEHUS C HCIIOJIE30BaHUEM UHGOPMAIIMOHHO-
TEJIEKOMMYHHKAIIMOHHBIX TEXHOJIOTUHA CTPEMHUTENIEHO HAOUPAFOT CHTY.

MOIIEHHUKH YMENIO MCIONB3YIOT BCIO JOCTYIHYH WHGOPMAILUIO U COBPEMEHHBIE
TEXHOJIOTHH, pa30UpaloTCs B IICHXOJIOTUH JIFOJIEeH, BRIHYX/1asl )KEPTBY PACKPHIBATH BCIO
uHpopManuio o cebe OO coBepmiaTh TE WM HHBIE IEUCTBHS, MCIIOIB3YIOT
YeJloBEUECKHe caabocTh  (CTSKATeNbCTBO, alYHOCTB), UYBCTBA (COCTpajiaHHE,
00€CIIOKOEHHOCTS 33 OIIM3KHX, KaIOCTh) B CBOMX KOPBICTHBIX HHTEPECAX.

OcHOBHBIE U3BECTHBIE CXEMBI Tele()OHHOTO MOIIIEHHUYECTBA:

1. Cryuaii ¢ poACTBEeHHHKOM.

MOomeHHUK [peJCTaBlIseTcs POACTBEHHUKOM (3HAKOMBIM) U B3BOJIHOBAHHBIM
roJIocOM II0 TeneoHy coOoOIIaeT, YTO 3ajepaH COTPYMHHUKAMH IIOJIMIUH 3a
cosepumienre npectymiaenus (cosepmun JTII, xpanus opyxue WM HapKOTHKH, HAHEC
TSOKKHME TeJleCHble MOoBpexaeHus ). Jlamee B pa3roBop BCTyMmaeT SKOOBI COTPYTHHK
nomuiud. OH yBepeHHBIM TOHOM COOOIIAeT, UTO YKe He pa3 «IIOMOTaiD) JIFOASM TaKHM
obpaszoM. Ho ecnu paHbIIIe IeHBI'HM IPUBO3HIM HEMIOCPEICTBEHHO EMY, TO Cedac IeHbI U
HEeoO0XO0JMMO IPUBE3TH B ONPEICICHHOE MECTO, IEPENATH KAKOMY-JIH00 YE0BEKY, JTHOO0
HiepeBecTy Ha c4eT (a0OHEHTCKUH HoMep Telie(oHa).

2. PospIrpeim npu3oB (3To MOTYT ObITE TeJieOH, HOYTOYK, aBTOMOOHJIL H JP.).

Ha rtenedon aboHeHTa COTOBOH CBSI3U NPHUXOIUT CMC-COOOIIEHHE, H3 KOTOPOro
ClIeyeT, YTO B pe3yibTaTe IMPOBEACHHOW JIOTEPEH OH BBIMIPall aBTOMOOMIB. Jls
YTOYHEHHS BCEX JIeTalled IIOTEHIHAlbHONH JKEepTBE IMpeAsiaraeTcsi IIOCETUTH
OIIpeJIeJICHHBII CAaUT U 03HAKOMHUTHCS C YCIIOBHSMHU aKI[|UH, TUOO MO3BOHHTE 1O OJHOMY
U3 yKa3aHHBIX TeledOHHBIX HOMepoB. Bo BpeMs pasroBopa 1o TenehoHy MOIIEHHUKH
COOOIIAOT O TOM, YTO JJIsi BBIIOJNHEHHUS HEOOXOMUMBIX (opManbHOCTEH (YIIaThl
TOCIIONIIMHEL, O(OPMJIEHHsS HEOOXOOUMBIX JIOKYMEHTOB, OIUIATHI 338 KOMHUCCHIO
IIepeBojia) CYACTIMBOMY OOJIaJlaTeNll0 HOBEHBKOIO AaBTOMOOWIS  HEOOXOIUMO
IIEPEYUCIUTE Ha CYET yKa3aHHYI0 HMMH CyMMy, a 3aTeM Ha0parb OIlpejelIleHHYIO
KOMOHMHAIMIO IIU(PP ¥ CUMBOJIOB, SIKOOBI IJIsl IPOBEPKU MOCTYILUIEHHS JIEHET Ha CUET U
IIOJIyYeHM «KOZa perucTpauum». Kak ToJBKO JKepTBa 3aBepliaeT yKa3aHHBIC
MaHMITY SN, CYET OOHYIISeTCs, 8 MOIIEHHUKH UCYe3aI0T B HEU3BECTHOM HAIIPaBJICHUH.

Ecnmi Bel y3HamM O IPOBEINEHHUH JIOTEPEH TONBKO TOTMA, KOIJA «BBIMIPAIIM
aBTOMOOWIIB, ECJIM BBl HE 3aII0JHIM 3asBKYy Ha yIacTHe B Hell IN00 KaKuM-JTHOO APYTruM
CriocobOM He INOATBEP)KIAH CBOE YYACTHE B PO3BITPEHINIE, TO, BEPOSTHEE BCErO, BAC
NBITAIOTCA 00MaHyTh. ByIbTe ocTOpOXHBI!

3. SMS-npocnba.

AOOHEHT NOJydaeT Ha MOOWIBHEIA TenedoH coobmienue: «Y MeHs IpoOieMsl,
MIO3BOHK I10 TaKOMy-TO HOMEpDY, €CIId HOMEp He MOCTYIIeH, TIIOJIOKH Ha HEro
ONpPEJICTICHHYI0 CYMMY H IIE€pe3BOHM». UenoBeK MOMOJHSET CYET W Ilepe3BaHUBAET,
TenedoH Mo-IIPeXXHEMY He TOCTYIIEH, a I€HBI'M BEPHYTH yiKEe HEBO3MOKHO.

4. Tenedonnwli 3aka3 0T PpPyKOBOAHTeNell NPABOOXPAHUTENbLHBLIX U
roCyAapcTBEHHbBIX OPraHOB BJIACTH.



Ha tenedon abonenTa (mpeanprHUMATENS, PYKOBOTUTEIS 00beKkTa 001eCTBEHHOT0
NIATaHHS, TOPrOBOrO LEHTpa OO0 WX COTPYOHUKAM H [p.) HOCTYIaeT 3BOHOK OT
[IPABOHAPYIIMATENS, KOTOPBIA  MPEACTABISIETCS  OJHUM M3  PYKOBOAMTEIEH
IIPaBOOXPaHUTEIHHBIX OPTaHOB (MIPOKYpaTypsl TOPOAA U JIP.) K IPOCUT IONOIHUTH CYET
ero TenedoHa, JOMOJHUTEIHHO K 3TOMY IIPOCUT, HAlIpUMEP, 3a0pOHMPOBATh CTOJIMK B
pecTopaHe W coo0Iaer, 4TO MO MpHe3dy Ha o0BeKT paccuuTaeTcs. He mokupaschs
IpUe3/ia IKOObI JJOJDKHOCTHOTO JIMIA, PYKOBOJICTBYSICh IPUHIIMIIOM YBaXKeHHUS U JOBEPHUS
K PYKOBOAWTENIIO HAa3BaHHOW JIODKHOCTA B IPaBOOXPAHUTENBHBIX OpraHax,
TIOTEPIEBILHI TIEpEBOIUT Yepe3 TepMUHAI 0aHKa, TH00 Yyepe3 HHble (HHAHCOBEIE YCIYyTH
JICHEXKHBIE CPEJICTBA B YKa3aHHOU CyMME.

5. IlnaTHbIH KOJ.

ITocTymaer 3BOHOK, SIKOOBI OT COTpPYIHHKa CIIyOBI TEXHHYECKOH IIOAIEPIKKU
orepaTopa MOOUIBHOM CBSI3W, C MPEIOKEHUEM MOJIKIIOYUTh HOBYIO 3KCKIIIO3UBHYIO
YCIyTy WM JUIs TEepeperucTpaldy BO MH30ekaHWe OTKIIOYEHHs CBSI3H H3-3a
TEeXHUYECKOro c0osi, WIM JUId YJIydlleHus KadecTBa cCBsi3M. s 3Toro aboHEHTY
mpeqjaraeTcss HaOparTb IOJ MUKTOBKY KOJ, KOTOpBIA sBIsieTcs KoMOuHauumed s
OCYIIECTBJICHHs MOOMIIBHOTO IIEpeBO/a AEHEKHBIX CPEJICTB CO cueTa abOHEHTa Ha CYeT
3JI0YMBIIIJIEHHUKOB.

6. IlITpadHble cCAHKIUH oNlepaTopa.

37I0yMBIIUIEHHUK [IPEJICTABISETCS] COTPYIHHUKOM CITYKOBbI TEXHUYECKON MOALEPKKH
orepaTtopa MOOHMIBHOM CBS3M M COO0IAeT, 4To abOHEHT CMEeHWJ TapU(HBINA IJIaH, HE
OITOBECTHB oIeparopa (Takyke MOTyT OBITh BApHaHTEI: HE BHEC CBOEBPEMEHHYIO OIUIATY,
BOCIIOJIE30BAJICS YCIIYTaMH POYMHHIra 0e3 IpefylnpekieHus]) U, COOTBETCTBEHHO, EMY
HEO0OXOMUMO OIUIATUTH mTpad B OMpeAeieHHOM pa3Mepe, KyIHMB KapThl 3KCIIPECcC-
OIJIaThl ¥ COOOIIUB UX KOJIBL.

7. Omu604YHbIH epeBo CPEACTB.

AGoneHTy moctymaer SMS-coo0IIeHrHe O IOCTYIIEHMM CpEeACTB Ha €ro Cyer,
NePeBE/IEHHBIX C IMOMOIIBI0 yeuyru «MoOwibHbIA IepeBony. (Cpasy mocie 3TOro
MOCTyIIaeT 3BOHOK WM MYXXK4YMHA (MJIM JKEHIIMHA) co00IlaeT, 4To OMMOOYHO IepeBell
JIEHBTH Ha €ro CHeT, MPH 3TOM IIPOCHUT BEpHYTh MX 00paTHO TeM ke «MOoOHIBHBIM
nepeBoZioM». B JeHcTBUTENBHOCTH IEHBH HE MOCTYIAlOT Ha TeleoH, a YeJoBEeK
NepeBOAUT CBOU COOCTBeHHBIE cpelcTBa. Eciy MO3BOHUTE 110 YKa3aHHOMY HOMEDY, OH
MOXeET OBITh BHE 30HBI AocTyma. Kpome TOro, CyIecTBYIOT TaKkue HoMepa, IIpH
OCYILECTBJIGHUH BbI30Ba Ha KOTOPLIE C Tele(oHa CHUMAIOTCS BCE CPENCTBA.

8. IIpensioxenune noayunts goctyn k CMC-nepenucke 1 3BOHKaM aboHeHTa.

V4auTBIBas CKJIOHHOCTh HEKOTOPBIX TpaKOaH «IIOMIIMOHUTE» 3a OJIU3KUMH H
3HaKOMBIMHU, 3I0yMBIIICHHUKAMU HUCIIOJIB3YeTCs CIEeAYIoNlas cXxeMa MOIICHHUYECTBA B
cetu MHTepHeT: MONMB30BATENIO MpeiaraeTcs H3yUUTh CoAepKaHue CMC-COOOIEHUNA 1
CIMCOK BXOJSIIMX WM HCXOMASIIMX 3BOHKOB HHTepecyroulero aboneHTa. [ns storo
HeoOX0/IMMO OTIPaBUThH coobIIeHne cTouMocThio oT 10 mo 30 pyOneit Ha yka3aHHBIA
KOPOTKHI HOMep U BIIHCATh B IIpeiaraeMyro Gopmy HoMmep TesedoHa aboHEHTa.

Ilocne Toro, Kak MOJIB30BATENb OTIPABISIET CMC, C €r0 CYETa CIIUCHIBAETCA CyMMa
ropaszo 6omblie To|, uTo OblIa yKa3aHa MOILIEHHUKAaMH, a UHTepPeCyollas HHPopMaus
BIIOCJIE/ICTBMH TaK U HE IIOCTYMaeT.

9. Ilpopazka umMyluecTBa Ha MHTEepPHeT-caiiTax.

IIpu 3BOHKe Ha TenedoH, pa3MelleHHbI Ha MHTepHeT-caiiTax 00bpsiBneHui (ABHTO,
@apllocr, JpoM u jip.) IpaBOHAPYUIUTEN IPOCUT IIOIOJIHUTE CYET ero TenedoHa, 11udo



COOOIIUTE JaHHbIE U HOMEP KapThl MOTEPIEBILEro IJIsl IePeBOAa JCHEKHBIX CPEJICTB B
KadyecTBe 3ajaTka 3a ToBap. [locie coolmmeHns OaHHBIX KapThl IPOUCXOAUT CIUCAHHE
JIEHEXKHBIX CPEJICTB.

10. HoBas cxeMa Tejie()OHHOT0 MOIIEHHH4YeCcTBa « BHIIMHIY.

OpHolt M3 pacIpoOCTpaHEHHBIX CXeM KHOEpIPEeCTyITHHKOB B IIOCJIEAHUE OBl CTAJ
«BummHr» — 3TO BUJ MOIICHHUYECTBA, IPU KOTOPOM 3JI0YMBIIUIEHHUKH IO JIFOOBIM
TIPeJJIOTOM BBIHYXJIAIOT HAC MPENOCTaBIATh KOH(PUIASHIMATbHbIE JaHHBIC B «HAIIUX
COOCTBEHHBIX HMHTEpecax», TO €CTh MCKYCCTBEHHO CO3JaeTcs CHUTyallus, TpeOyromas
IIOMOIIY OT CHEUATIUCTA.

[{lens MONIIEHHHMKOB IIOJ] JIOOBIM IIPEAJIOTOM U3BJI€Yh CEKPETHYIO JMYHYIO
uHpopManmio 0 Kpexutke. s mosydeHus: ocTyla K KOH(QUICHIINAIBHBIM JaHHBIM
BIaJieNblla MHHMBIE IIOMOIIHHMKH HCIOJNB3YIOT Tele(OHHYIO CBs3b KakK B
ABTOMAaTU3UPOBAHHOM pEXHME, TaK W HaIpsIMyl0 OT MHUMOIO «OIEPAlTHOHHCTA
0aHKOBCKOTO CEKTOpa.

Bo MHoOrmx ciiygasx B Teu€HHWE JHS HaM IIOCTOSHHO HA4YMHAOT 3BOHUTH Ha
MOOMJIBHHK C HE3HAKOMOT'0 MOCKOBCKOI'O HOMepa, HauuHarolerocs Ha 495. 3BOHKH C
MOCKOBCKHX HOMEPOB OOBIYHO HACTOJHKO HACTOWYMBEI (MHOTZIA 10 AECATH 3BOHKOB 3a
JIeHb), 9YTO MBI 3a9acTyIO YCTYIIaeM U OTBe4aeM Ha HUX.

Kak ToJIbKO MBI OTBEYaeM Ha 3BOHOK, HAM Cpa3y COOOIIAIOT BaXKHYIO HH(POPMALHIO
0 BO3HHKIIKUX IMpobjieMax ¢ Hallelf KapTod, HampuMep, 4To OHa 3a0JOKHpOBaHA, a
cyxk0a Oe3omacHoctn OaHKa TMpenoTBpaTHia IIONBITKY HECAHKLMOHUPOBAHHOIO
CIHMCaHMs. 3aTeM 3BOHSALIMK MpeJiaraeT IOMOIIb B CIOXHUBIIEWCS CHTyalldd, Ha
KOTOPYIO MHOTHE W3 HAC COTJIANIAFOTCS.

Hac ybexxaioT B CpoYHOM pelIeH|MM BO3HUKIIEH CUTYyalllH, [I0Ka €11E€ HE BCE AEHbIH
ykpageHsl. OQueHb MOCTIEOBATENIbHO MOIIEHHHUKU CTApalOTCs IIONYYHUTH OT HAC BCIO
JIMYHYI0 HHO)OPMAIHIO O KpejuTKe, npuckiiaioT HoBble mapony u [TMH xoxsr B CMC-
YBEJIOMJICHUSX. Y CITOKAaUBAIOIIUM TOJOCOM «0aHKOBCKHE pPaOOTHHKH» IIpe[IararoT
pa3NUYHbIE BO3MOYHEIE BAPHAHTHI 3AIUTEL.

Horanarscst 0 TOM, 4TO JTE0OE3HBINA ITOMOIHUK Ha APYroM KOHIIE IIPOBOJAA SIBJIACTCS
MOIIEHHUKOM HE BCErja Jerko, Ho B JIIOOOM cllydae 3TO BO3MOXHO. M3Ha4aIbHO MOXKHO
no0aronapuTh 3a OJUTENBHOCTh M Yy3HATh JOJDKHOCTh, HWHMIIHMAJIBI 3BOHUBIIETO
COTPYJHUKA KPEIWTHOH OpraHM3alliM W MPEeNIPUHATH IIONBITKY [JO3BOHUTLCS II0
ropsiueu JTUHUH.

Hcnons30BaTh J1sI BRISICHEHUS CIIOXKUBILENCS CUTYalllH JIy4llle JPyTroi CBOI HOMED,
IOTOMY YTO Ha CEroJHSIIHWN [eHb y BBIMOrarelied CyIIeCTBYIOT TEXHOJIOI'HH,
II03BOJIIONIHE TIEPEHANPABIIATH BCE MOCIIEYIOUIME 3BOHKH Ha TENE(OHHOE YCTPOUCTBO
MOIIIEHHHUKOB.

11. XumeHHus ¢ KapT, NOAKJIIOYEHHBIX K ONIHH 0€eCKOHTAKTHBIX IIJIaTEKeH.

JI1st mpoBeeHusl OTIIaThl IO TaKOM KapTe NOCTATOYHO MPUIIOKUTH €€ K TepMHUHAILY.
Beojn [IMH-kona ne tpebyercs ecnu cymma He mnpesbimaer 1 000 pybunei. IIpu sToM
KOJIMYECTBO PACXOAHBIX TPAH3aKI[MH HE OrPaHUYECHO.

UYroObl MONYYUTH AEHBIM, MOIIEHHUKY Na)xe He MOHAaJI00UTCS BOPOBATH KapTy Y
knueHTa. Ecnmu B 0OOIIeCTBEHHOM TpPaHCHOPTE MOJHECTH YCTPOMCTBO K CyMKe MM
KapMaHy BIaJiefiblia, TO CpeacTBa chumytes. Jiiss 3Tux 1enedl MOIIEHHUKH
M3rOTaBJIMBAIOT CaMO/IeNIbHEBIE TTIEPEHOCHBIE CYUTHIBATENIM WU UCIIONB3YIOT OAHKOBCKUE
TepMUHAIIBI, 0(OpMIIeHHBIE 10 QUKTHBHBIM JOKYMEHTAM.



Taxxe B TeKylleM Iojy 3JIOYMBIUUICHHUKH IPOLOJDKAIOT aKTUBHO MCIIOJIB30BAThH
QUIIMHT B CONMANBHBIX CETAX W OHJIalH-MecceHmkepax. Haubonbmryro BeIrOLy
MOIIEHHUKaM IIPHHOCAT MaXHWHAINH dyepe3 ABHTO, C IOMOIIBI0 KOTOPHIX OHHU IT0JIyYaroT
JIOCTYII B OHJIaH-OaHK.

12. Banom akkayHTa Apyra.

Jiomu MoryT naxke He MoJ03peBaTh, YTO MM I[MIIET [NOCTOPOHHUN YEIOBEK IO
BUJIOM POJACTBEHHUKA, JPyTa, ¢ MPOCKOOI MepeBoia NeHer B CBA3M C IIPOU30LIEAIINM
ropeM. Takum o6pazom, BOUS B JOBEpHE, MOIIIEHHUKH IIBITAIOTCS YKPAaCTh Ballli JCHLIH.

[TpuBeneHHBIH epeyeHb MOIIEHHUYECKHUX CXEM HE OTPaHNYMBAETCS [IPUBEIECHHBIMU
npuMepamMy. IIpecTyNHHMKM HaxXOOAT BCE HOBBIE W HOBBIE CXEMBI M CIOCOOBI LI
JIOCTHXXEHHS CBOUX ITPECTYIMHBIX 3aMBICJIOB.

Kak y6epeubcst OT TenedhOHHBIX MOIIIEHHUYECTB?

Yro6bl HE CTATh XXEPTBOMH 3JI0YMBINUIEHHUKOB, HEOOXOIUMO COOIIOATh IPOCTHIE
npaBmiia 0€30MacHOro MOBeACHHU U 00s3aTENIBHO JOBECTH HUX HO CBEICHHS POAHBIX M
ONM3KUX:

- He cl1edyen 008epAnb 360HKAM U CO0OWEHUAM, 0 MOM, YO POOCMEEHHUK UlU
3HAKOMBIIL NORANL 8 A6APUI0, 3A0EPHCAH COMPYOHUKAMU ROJIUUUU 3Q CO6EpULEHUE
npecmynienus, 0Co0eHHO, ecau 3a 3ImMum cledyem npocbda 0 nepevuciieHuu
oenedxcnvlx cpeocme. Kak nokazvieaem npaxmuxa, 00bl4HbIH 360HOK 0.1U3KOMY
YenoeeKy no3eonAem pazeeamb COMHEHUA U NOHAMb, YO IMO MOWEHHUKU
RBIMAIOMCA 3A6/1A0€Mb GAULUMU CPEOCMBAMU LU UMYULECMEOM;

- He cledyem omeeuams Ha 360HKuU unu SMS-coobuienus c Heu36eCHHbIX HOMEPOE
C RPOCLOOIL NONOIHCUMb HA CYEH OEHbZU;

- He ciedyem coobuwamo no meneony Komy 6ot mo Hu ObL10 c6€0EHUA TULHOZ0
xapakmepa.

CBoeBpeMeHHOEe oOOpaimieHue B IPaBOOXPAHUTEIBHBIE OpPraHbl MOXET IIOMOYb
JIPYTHM JIFOJSIM HE TIOITacThCs Ha HE3aKOHHBIE YIOBKH TeJIe(OHHBIX MOILIEHHUKOB.

IIpoTHBOCTOSATH MOIIEHHMKAM BO3MOXXHO JIHINb ITOBBIIIEHHOM BHHUMATEIbHOCTHIO,
3/IPaBOMBICITHEM U OTUTENIBHOCTEIO.



